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1. INTRODUCTION

Information security is the process that protects information and assets (Fal¢, 2022). It is con-
sidered that (Russo & Reis, 2020) the analysis of risks and vulnerabilities are fundamental in
an organizational context as well as the procedures underlying business continuity.

In this regard, the three pillars of cybersecurity with a first known reference dates back to 1977,
to a paper entitled Audit and evaluation of computer security by the U.S. Department of Com-
merce. This model has no author, but even now it focuses (Microsoft, 2022) on Confidentiali-
ty - Keeping data secret and ensuring that only authorized people can access your files and ac-
counts; Integrity - Ensuring that information remains intact without data being inserted, mod-
ified, or deleted without proper permission; Access/Availability - Ensuring access to informa-
tion and systems when it is needed.

However, the three pillars previously mentioned characterize only the minimum, the elemen-
tary ones; The pillar of Authenticity, linked to basic access mechanisms such as logins, pass-
words, and tokens, and the pillar of Irretrievability, linked to the authorship of the information
provided using digital certificates and digital signatures, should also be included.

SOC potentiates the cybersecurity posture of an organization. It serves as a barrier against
cyberattacks and therefore ensures the proper functioning of an organization. SOC must be
aligned with the use of ISO/IEC27002:2013, which incorporates a set of good practices and con-
trols that help in information security management (ISO/IEC 27002:2013, 2013). It uses the MI-
TRE ATT&CK framework as a matrix of tactics and techniques based on real scenario obser-
vations and NIST as an incident response framework.
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In this sequence of concerns regarding the current good practices emanating from international
standards, it is considered that the analysis of the threats and vulnerabilities underlying each or-
ganization is of particular interest. Thus, identity theft, extortion, and data loss, among others,
should be covered. In this sense, outlining a cybersecurity strategy should be a justified concern
by organizations to define the layers of defense corresponding to the various levels necessary
for the functioning of the organization. The use of the National Institute of Standards and Tech-
nology (NIST) reference framework for the different phases associated with a Cybersecurity In-
cident Response Cycle can be added value given the specificity of the issue.

According to the report prepared by the National Center for Cybersecurity (CNCS, 2022), which
describes that “The dominant cyber threats in Portugal during 2021 were phishing/smishing/
vishing, ransomware, online fraud/burglary and account compromise”. Phishing/smishing
(40% of incidents), social engineering (14%) and malware distribution (13%) were the types of
incidents most recorded by CERT.PT in 2021. Thus, analysis, monitoring, and control are con-
sidered urgent because of the possible implications in the event of an incident.

2. SECURITY OPERATION CENTER

The Security Operation Center (SOC) is an organizational unit. According to Splunk (2022), the
SOC promotes the existence of a centralized function within an organization, involving people,
processes, and technology to perform continuous monitoring and improve the organizational
posture of security. It aims to predict, detect, analyze, and respond to cybersecurity incidents.
That is, the SOC not only identifies threats, but it must also analyze, investigate, respond, report
vulnerabilities and plan how to prevent such occurrences from happening again in the future.

The SOC responds to cybersecurity incidents in real-time and in duality seeks to improve the cy-
bersecurity posture of the organization. As a function that focuses on preventing and mitigating
cybersecurity risks, the sectors in which it operates are homogeneous. It can play a role in finan-
cial markets, industry, government, energy, etc. Most SOCs, adopt a hierarchical approach to in-
cident management, where analysts and engineers are categorized based on experience and skills.

In general, the SOC response to an incident is divided into lines. It has a SOC Manager (L4),
Engineers, and incident responders such as level one, level two, and level three SOC analysts
(L1, L2, L3). The SOC reports to the CISO, and the CISO to the CIO or CEO. Figure 1 presents
the general flow of an incident response, delimited by each analyst level.

So, figure 1 shows a general workflow for responding to a cybersecurity incident, a function per-
formed by the SOC. As the figure indicates, the tasks of the SOC are subdivided by lines, its pur-
pose being to escalate incidents according to the specificity and skills required for its resolution.
This workflow is intended to be general and can be adapted to the reality of each organization.

The L1 analyst starts in the triage phase, identifying the incident. If the incident has the profile
of an existing playbook, the L1 analyst will proceed to resolve it. If the existence of the play-
book is not confirmed, the L1 should escalate the incident to the L2. L2 core functions revolve
around investigation, more robust threat and vulnerability knowledge, incident mitigation/con-
tainment, and finally documentation, creating playbooks and runbooks. L2 should escalate to
L3 when deep, complex analysis is required, determining the origin of threats, whether they
pose a threat to the organization and how to stop them. This activity is called Threat Hunting.
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Figure 1. SOC incident response workflow
Source: Falé, 2022.

The SOC engineer has the responsibility of designing managing and maintaining the SOC in-
frastructure and network. They must work closely with the SOC manager whose function is to
manage the day-to-day operations of the SOC team, and the SOC analyst to ensure everything
works as intended.

The resolution of the various incidents is embodied in tickets. Tickets contain fields that can be
adjusted to classify and categorize them, before their final resolved status. This flexibility al-
lows tickets to be searched and filtered by each specific field. The status of the ticket varies de-
pending on its resolution phase. Figure 2 is designed to show the different states of a ticket.
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Figure 2. SOC ticket status workflow
Source: Falé, 2022.
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We highlight the importance of the ticket management presented in Figure 2 given the criticali-
ty of the information handled, and given the specificity of each resolution phase. Figure 2 intends
to establish a general workflow of a ticket state. The different ticket core phases derive from two
main states: false positive or incident. These two states originate after the ticket starts in the analy-
sis state. The end point of the ticket goes through the internal or external notification state and the
resolved state. The workflow also has great flexibility that allows the reiteration of previous phases.

It is considered that a cybersecurity strategy must have layers of defense corresponding to the
various levels required for the operation and specificity of the organization. As such, the SOC
provides added value to an organization by acting as an external and internal barrier, an extra
all-around layer of protection, following the zero-trust policy. Continuous monitoring ensures
that threats are detected and resolved in real-time, more efficiently protecting the business, and
minimizing the costs and losses of a data breach. Any large enterprise subject to compliance
with privacy regulations should consider having a SOC.

From the customer’s point of view, the SOC can be not only a protection tool but also an analysis
and support tool to define strategies. The SOC through its research and documentation provides
visibility to the trends of cyber-attacks and vulnerabilities in systems. Therefore, it contributes
to the overall observability of the organization, allowing leadership to make informed deci-
sions, considering cybersecurity. Currently more than ever in organizations, cybersecurity has a
guaranteed place in the strategic decision-making of companies/organizations. The cybersecu-
rity strategy must always be aligned with the business strategy and consequently the SOC also.

3. FUTURE RESEARCH DIRECTIONS

It is considered that in the current context, the SOC analyst must keep up to date with the lat-
est trends, news and adversaries’ tactics, techniques and procedures. One of the critical success
factors of providing a good SOC service is emphasizing the added value in your team, the abil-
ity to adapt, and respond with regards to trend analysis, the latest developments and cybersecu-
rity threats to the specificity of the business.

The SOC can add value in terms of monitoring and responding to a diverse set of cybersecurity
incidents. We emphasize the importance of the existence of a continuous improvement perspec-
tive, to optimize the SOC, either by updating detection and prevention rules, establishing pro-
cedures and protocols, or adjusting measures and expectations with customers.

4. CONCLUSION

The area of cybersecurity is in an emerging position, with exponential growth (Cisco, 2022). This
is not surprising, considering that the transition to digital, requires this information to be kept se-
cure. Increasingly, organizations are taking the cost related to cybersecurity as essential. Accord-
ing to Morgan (2021) the “U.S. Bureau of Labor Statistics projects” identifies that the information
security analyst position will be the 10th fastest growing occupation in employment growth, with
a growth percentage of 31%, with the average growth rate of all occupations being 4%. In the cy-
bersecurity field, over the past 8 years, the number of unfilled job openings has grown by 350%.

According to (IBM, 2022), and in summary form, the countermeasures must ensure the follow-
ing topics: Critical infrastructure security - Protection of systems, networks and other assets;
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Network security - Cable and Wi-Fi; application security - Use of data, authentication, permis-
sions and other; Cloud security - confidential computing, encryption of data stored, in transfer
and during processing; Information security - Data protection measures and compliance with
standards and regulations such as RGPD; User education - Awareness and training of the organ-
ization’s employees in order to strengthen end-point security; Continuity planning and disaster
recovery - Tools and procedures for response and unplanned events; Storage security - Encryp-
tion, isolated data copies; Mobile security - Security of apps, mail, etc.

In Portugal, it is possible to identify that partnerships and cooperation between entities on the
subject of cybersecurity have recently corroborated and strengthened the national space. How-
ever, with the ending of the National Strategic Plan for Cyberspace Security (ENSC) in 2023
and given the recent developments such as the pandemic, telework and division between East
and West, the ENSC should be strengthened in its greater esteem post-2023.

Another relevant problem in this context is to link this set of concerns to the domains of sustain-
ability given the context of innovation often underlying the issue under study (Reis, et al., 2021).

SOC is a centralized function inside of an organization, involving people, processes, and tech-
nology to continuously and better monitor the organizational security posture. It aims to pre-
vent, detect, analyze, and respond to cybersecurity incidents. We also highlight the importance
of all cybersecurity solutions. These solutions are necessary for the protection of information,
which in turn protects the organization altogether, meaning its people, clients, processes, prod-
ucts and services.
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